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7ÈÁÔȭÓ )ÎÃÌÕÄÅÄ ÏÎ ÔÈÅ #$ȩ 
The CD includes the LiveCD Carroll-Net Server Recovery Kit όǘƘŜ ά/ƴ{wYέύΦ LǘΩǎ ŀ ōƻƻǘŀōƭŜ ǊŜŎƻǾŜǊȅ /5 

with hundreds of specialized tools for recovering servers from disaster.   

And the CD includes Kleo Bare Metal Backup for Servers. Kleo is the best most complete backup.  It 

includes a backup of the Operating System, device drivers and all the installed programs.  Best of all, you 

can completely recover a server without the need of original operating system disks or the need to hunt 

down obscure device drivers and programs that might be obsolete but still critical to your server. 

How to Install the Carroll-Net Server Recovery Kit (ÔÈÅ ȰCnSRKȱ) 
The Carroll-Net Server Recovery Kit is available for download from the Carroll-Net website. The 

downloadable image is an ISO-фссл ŦƛƭŜΣ ǎǳƛǘŀōƭŜ ŦƻǊ ŎǊŜŀǘƛƴƎ ōƻƻǘŀōƭŜ /5Ωǎ ƻǊ ¦{. ¢ƘǳƳō 5ǊƛǾŜǎΦ  LŦ 

ȅƻǳΩŘ ǇǊŜŦŜǊΣ /ŀǊǊƻƭƭ-Net can provide you with completed CD or USB Thumb Drives. 

You can download the ISO from http://carroll.net/Kleo/downloads. 

If you prefer, you can order a CD or USB Thumb Drive from Carroll-Net at http://carroll.net/Kleo/order 

 

CD Setup 
The basics of how to create a bootable CD are pretty straightforward.  Download the ISO file, and burn 

the file to a blank CD-R disc. 

These instructions assume you are running Windows XP, Server 2003 or Vista 

First, download the ISO file, and save it to your hard drive. 

  

http://carroll.net/Kleo/downloads
http://carroll.net/Kleo/order
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bŜȄǘΣ ȅƻǳΩƭƭ ƴŜŜŘ ŀ ǇǊƻƎǊŀƳ ǘƻ ōǳǊƴ /5-R disc.  There are dozens of excellent utilities available from the 

Internet. We recommend ISO Recorder http://isorecorder.alexfeinman.com/isorecorder.htm 

Insert an unformatted CD into your burner.  

Open Windows Explorer, browse to your ISO file 

Right-click and choose "Copy Image to CD/DVD".  

 

USB Thumb Drive Setup 
Transferring an ISO to a USB Thumb drive has a few more steps than creating a bootable CD. The 

process is download the ISO. You then format the Thumb drive, extract ISO contents to it and make the 

Thumb drive bootable.  

These instructions assume you are running Windows Vista 

First, download the ISO file, and save it to your hard drive. 

The rest of these steps can be run from a command prompt. Run CMD.exe and change into the folder 

you saved the ISO. Be sure to run CMD.exe as Administrator. 

Second, format your USB thumb drive (this example assumes Thumb is G: drive) 

 format .exe   G:  /fs:fat32   /v:cnsrk  /q  

Third, extract  the ISO contents to the Thumb drive. We recommend using 7-Zip -- http://www.7 -zip.org 

 7z .exe  - x cnsrk.iso  - oG:  

Finally, install a master boot record on the G: drive.  You can use the Winон ǾŜǊǎƛƻƴ ƻŦ ǎȅǎƭƛƴǳȄ ǘƘŀǘΩǎ 

provided in the ISO 

http://isorecorder.alexfeinman.com/isorecorder.htm
http://www.7-zip.org/
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 G: \ win32 \ syslinux.exe  ïma  - d/ syslinux  G:  

Boot the Carroll -Net Server Recovery Kit (the CnSRK) 
Booting a CD or USB Thumb drive should work without special steps on most servers. But if your server 

ƛǎ ƻƭŘŜǊΣ ƻǊ ȅƻǳΩǊŜ ǘǊȅƛƴƎ ǘƻ ŜȄǇŜǊƛƳŜƴǘ ǿƛǘƘ ǘƘŜ /ƴ{wY ƻƴ ŀ ƭŀǇǘƻǇΣ ȅƻǳ Ƴŀȅ ƴŜŜŘ ǘƻ ŎƘange your BIOS 

settings.  tŀȅ ǎǇŜŎƛŀƭ ŀǘǘŜƴǘƛƻƴ ǘƻ ǘƘŜ ōƻƻǘ ƻǊŘŜǊ ƻǊ ȅƻǳΩƭƭ ōŜ ǎŎǊŀtching your head wondering why that 

shiny new CD or USB Thumb drive doggedly refuses to boot. 

 

The splash screen lists the boot choices you have. The first column lists choices you can select to change 

how the system boots.  To activate one of the labeled ŎƘƻƛŎŜǎΣ ǘȅǇŜ ƛǘΩǎ ƴŀƳŜ ŀǘ ǘƘŜ ōƻƻǘ ǇǊƻƳǇǘ ŀƴŘ 

press enter. The system will automatically boot the default in 5 seconds, unless you press a key. 

The boot choices are: 

cnsrk The default boot choice. The boot process will scan your system and automatically detect 
your server components. This is the right choice for most servers. 

debug This option causes the boot process to show detailed information as bootup progresses. 
LǘΩs useful to select this option if the boot process appears to hang up and you want to 
know why. 

safe ¢Ƙƛǎ ƻǇǘƛƻƴ ŘƛǎŀōƭŜǎ ƳǳŎƘ ƻŦ ǘƘŜ ŀǳǘƻƳŀǘƛŎ ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳΦ LǘΩǎ ǳǎŜŦǳƭ ǘƻ ǘǊȅ ǘƘƛǎ ŎƘƻƛŎŜ 
if you suspect the detection system may be incorrectly identifying server components. 

check ¢Ƙƛǎ ƻǇǘƛƻƴ ŘƻŜǎƴΩǘ ŀŎǘǳŀƭƭȅ ōƻƻǘΣ ōǳǘ ƛƴǎǘŜŀŘ ǘŜǎǘǎ ǘhe boot media for flaws and defects.  
LǘΩǎ ǳǎŜŦǳƭ ƛŦ ȅƻǳ ǎǳǎǇŜŎǘ ǘƘŜ /5 ƻǊ ¦{. ¢ƘǳƳō 5ǊƛǾŜ ƳƛƎƘǘ ōŜ ŘŜŦŜŎǘƛǾŜΦ 

memtest This option causes the server to run a battery of memory diagnostics. ItΩǎ useful if you 
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suspect the memory, CPU or motherboard of your server might be malfunctioning.  This 
boots Memtest86+ version 2.11. See http://www.memtest.org. 

hd This option gives you the ability to boot a computer that you suspect has a corrupted 
master boot record, but is an otherwise healthy hard drive. It will boot the first hard 
drive of the server. 

 

LǘΩǎ ǇŜǊŦŜŎǘƭȅ ǎŀŦŜ to reboot if you think you made a wrong choice ς either press Ctrl-Alt-Del or just turn 

off the server. As a matter of fact, since the CnSRK makes no changes to your server and installs nothing 

on your hard drive, ƛǘΩǎ ǇŜǊŦŜŎǘƭȅ ǎŀŦŜ ǘƻ reboot almost anytime.  

Note: ¢ƘŜ ƻōǾƛƻǳǎ ŜȄŎŜǇǘƛƻƴ ƛǎ ƛŦ ȅƻǳΩǾŜ ƛƴƛǘƛŀǘŜŘ ŀƴ ƻǇŜǊŀǘƛƻƴ ƛƴǘŜƴŘŜŘ ǘƻ recover your server ς for 

ŜȄŀƳǇƭŜΣ ƛǘΩǎ ƎŜƴŜǊŀƭƭȅ ƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǊŜōƻƻǘ ȅƻǳǊ ǎŜǊǾŜǊ ŘǳǊƛƴƎ YƭŜƻ wŜŎƻǾŜǊ operation. 

IŜǊŜΩǎ ǿƘŀǘ ŀ ǎǳŎŎŜǎǎŦǳƭƭȅ ōƻƻǘŜŘ /ƴ{wY ƭƻƻƪǎ ƭƛƪŜΧΦ 

 

¢ƘŜ ǎŎǊŜŜƴ ƭŀȅƻǳǘ ƛǎ Dbha9Φ  LǘΩǎ ƛƴŎǊŜŘƛōƭȅ ǎƛƳǇƭŜ ǘƻ ǳǎŜ ǿƛǘƘ ŀƴ ƛƴǘǳƛǘƛǾŜ Ŝŀǎȅ ǘƻ ƴŀǾƛgate interface.  

There are dozens of great books available and websites that can answer any questions you have. The 

ƻŦŦƛŎƛŀƭ ¦ǎŜǊΩǎ DǳƛŘŜ ƛǎ ŀǾŀƛƭŀōƭŜ ƻƴƭƛƴŜ ŀǘ http://library.gnome.org/users/user-guide/2.28/user-

guide.html. 

http://library.gnome.org/users/user-guide/2.28/user-guide.html
http://library.gnome.org/users/user-guide/2.28/user-guide.html
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Introduction to CnSRK Security  
hƴŎŜ ōƻƻǘŜŘΣ ȅƻǳΩǊŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƭƻƎƎŜŘ ƛƴΦ  .ǳǘ ȅƻǳǊ ŀŎŎƻǳƴǘǎ ƭŀŎƪǎ ǘƘŜ ǇǊƛǾƛƭŜƎŜǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ŀƭǘŜǊ 

your server. This is to protect you from inadvertently making changes you dƛŘƴΩǘ ƛƴǘŜƴŘΦ ¸ƻǳ ƴŜŜŘ ǘƻ 

elevate your privileges to perform some functions. 

The command you need to know is sudo  

To launch an elevated privileged shell, open a terminal window, click Applications Menu Ą Accessories 

Ą Terminal, and type 

$ sudo bash  

You can also prefix any command with sudo  to raise privileges just for that command 

 $ sudo parted ïl  

Note: Kleo is automatically launched with elevated privileges. It always has full ability to backup and 

recover your hard drive. 

Connect the CnSRK to your Network  
hƴŜ ƻŦ ǘƘŜ ŦƛǊǎǘ ǘƘƛƴƎǎ ȅƻǳΩƭƭ ǿŀƴǘ ǘƻ Řƻ ŀŦǘŜǊ ǎǘŀǊǘƛƴƎ ǘƘŜ /ƴ{wY ƛǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ȅƻǳǊ ƴŜǘǿƻǊƪΦ  ¢ƘŜ 

CnSRK comes with support for dozens of Ethernet and wireless network cards.  In most cases, the CnSRK 

will detect your network and connect automaǘƛŎŀƭƭȅΦ ¢ƘŜǎŜ ŘƛǊŜŎǘƛƻƴǎ ŀǊŜ ŦƻǊ ǘƘƻǎŜ ŎŀǎŜǎ ǿƘŜǊŜ ƛǘ ŎŀƴΩǘ 

ŎƻƴƴŜŎǘ ƻƴ ƛǘΩǎ ƻǿƴΣ ŀƴŘ ƳƛƎƘǘ ƴŜŜŘ ǎƻƳŜ ƘŜƭǇ ŦǊƻƳ ȅƻǳΦ 

¸ƻǳΩƭƭ ŦƛƴŘ ǘƘŜ ƴŜǘǿƻǊƪ ƛŎƻƴ ƻƴ ǘƘŜ ǘƻǇ ƳŜƴǳ ōŀǊΣ Ƨǳǎǘ ƭŜŦǘ ƻŦ ǘƘŜ 9Ƴŀƛƭ ƛŎƻƴΦ LǘΩǎ ƭƛƎƘǘ ƎǊŜȅ ǘƻ ƛƴŘƛŎŀǘŜ 

unconnected, and dark grey to indicate an active network connection. 
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You can configure networking either by right clicking the icon on the top bar, or by clicking the System 

Menu Ą Preferences Ą Network ConnectionsΦ  ¸ƻǳΩƭƭ ŦƛƴŘ ƻǇǘƛƻƴǎ ǘƻ ŎƻƴŦƛƎǳǊŜ 5I/t ǿƘƛŎƘ ƛǎ ǘƘŜ 

default, options tƻ ǎǇŜŎƛŦȅ ŀƴ Lt !ŘŘǊŜǎǎ ŀƴŘ ǘƻ ŀŘŘ ǊƻǳǘŜǎΦ LǘΩǎ ŀƭƭ ǇǊŜǘǘȅ ǎǘǊŀƛƎƘǘ ŦƻǊǿŀǊŘΣ ǎƻ just click 

through the screens and experiment until you get the desired results. 

Use the CnSRK to Browse Drives 
A lot of server recovery is centered around exploring drives. There are several great tools included in the 

Carroll-Net Server Recovery Kit for disks, but two stand out from the rest. ̧ ƻǳΩƭƭ ŦƛƴŘ ǘƘŜƳ ŀƴ ƛƴǾŀƭǳŀōƭŜ 

ŀŘŘƛǘƛƻƴ ǘƻ ȅƻǳǊ ǊŜŎƻǾŜǊȅ ŜŦŦƻǊǘǎ ŀƴŘ ȅƻǳΩƭƭ ŦƛƴŘ ȅƻǳǊǎŜƭŦ ǳǎƛƴƎ ǘƘŜƳ ƻǾŜǊ ŀƴŘ ƻǾŜǊΦ 

The first is the Palimpsest Disk Utility. This is a great  tool for gathering details about hard drives.  All the 

technical information you require is organized in simple easy to understand format. You can launch this 

program by clicking System Ą Administration Ą Disk Utility.   
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Probably the most useful feature of Palimpsest ƛǎ ƛǘΩǎ Ƴƻǳƴǘ ŎŀǇŀōƛƭƛǘȅΦ aƻǳƴǘƛƴƎ ǇŀǊǘƛǘƛƻƴΩǎ ŜƴŀōƭŜǎ ȅƻǳ 

to drill down into a filesystem and recover ƛƴŘƛǾƛŘǳŀƭ ŦƛƭŜǎΦ  ¢Ƙƛǎ ƛǎ ƛƴŎǊŜŘƛōƭȅ ǳǎŜŦǳƭ ǿƘŜƴ ȅƻǳΩǊŜ ŘŜŀƭƛƴƎ 

with recovering criticŀƭ Řŀǘŀ ŦǊƻƳ ŀ Řƛǎƪ ŘǊƛǾŜ ǘƘŀǘΩǎ ŦŀƛƭŜŘΦ 

To mount a partition, select the partition from the explorer on the left. Then click Edit Ą Mount.  

LƳƳŜŘƛŀǘŜƭȅΣ ȅƻǳΩƭƭ ǎŜŜ ŀ ƴŜǿ Řƛǎƪ ƛŎƻƴ ŀǇǇŜŀǊ ƻƴ ǘƘŜ /ƴ{wY ŘŜǎƪǘƻǇ ǿƘƛŎƘ ȅƻǳ Ŏŀƴ ŎƭƛŎƪ ǘƻ ŜȄǇƭƻǊŜ 

files.   

Note: Be careful when browsing mounted filesystems. Not only can you see and copy files, but you can 

also change and erase them. 

¢ƘŜ ǎŜŎƻƴŘ ƎǊŜŀǘ ŦƛƭŜǎȅǎǘŜƳ ǘƻƻƭ ȅƻǳΩƭƭ ŦƛƴŘ ƛǎ the Gnome Partition Editor -- GParted.  This is a world class 

partition editor ς betteǊ ǘƘŀƴ ŀƴȅ ȅƻǳΩǾŜ ŜǾŜǊ ǳǎŜŘΦ  ²ƛǘƘ ƛǘ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ, delete, move, resize and 

verify ǇŀǊǘƛǘƛƻƴǎ ƻƴ ȅƻǳǊ ƘŀǊŘ ŘǊƛǾŜΦ  ¢Ƙƛǎ ƛǎ ŀƴ ŀƳŀȊƛƴƎ ǘƻƻƭ ǘƘŀǘ ƻƴŎŜ ȅƻǳ ŜȄǇŜǊƛƳŜƴǘ ǿƛǘƘΣ ȅƻǳΩƭƭ 

wonder how you ever did without it. You can launch this program by clicking System Ą Administration 

Ą GParted. 


